
Malicious Email Using Chase Name 

 

The Tennessee Consolidated Retirement System (TCRS) has been made aware that 

a fraudulent email could be distributed to all TCRS debit card holders. 

 

The malicious email uses the J.P. Morgan Chase name in the subject of the email. 

Additional details regarding the email are as follows: 

 Subject: Payment from Chase Bank 

 Body: You have received a payment from J.P. Morgan Chase for amount 

17,841.00.  Please check details attached. 

 Attachment: payment-0113-809.pdf.zip 

 

The attachment contains a malware program designed to steal information and user 

credentials for online banking websites. It was a widespread email, and it is likely 

that multiple customers have received the message. J.P. Morgan Chase is working 

with their vendors to shut down any of the domains sending the emails. 

 

If you have received the malicious email, please forward the email to 

abuse@chase.com. For your safety: 

 Do not open the email 

 Do not click on any link within the email 

 Do not download the picture or click on the attachment 

 Forward the email to abuse@chase.com  
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